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ABSTRACT

This work exposes logical semantics analyses of definitions set of given
definitions of the term cybersecurity and its impact on evolution of strategies in the
field. With the given formalization of the definitions author suggests an approach
of building structured understanding of the term cybersecurity, which could be
used toward to build a layered model of the persistent cybersecurity state in digital
context. Given that, this could result to gain more efficacy in certain educational
process when cybersecurity is in topic.
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|. OVERVIEW

There are no conclusive evidences when the term “cybersecurity” was first
used in the literature but some of the sources tend to accept 1989 as a started
point. As for the root of the word “cyber” it can be stated that it is a neologism
based on “cybernetics”. In turn “cybernetics” is originated from biblical proverbs
text (kubernésis) till 1948 where the word “cybernetics” appears first time in
modern literature[10].
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Since then various forms of idioms with prefix “cyber” were coined in the
field. But human activity supported by technology has its dark side.

According to [8] there was hackers attack every 39 Seconds in 2017.
Impressively, alongside diversity of types of attacks [35], according to [9] the
attacks rose to 250 per second in 2020 where WEB objects are scanned for
unwanted web content in real-time mode.

In this study it is acceptable that in parallel of outside source of cyber-related
occurrences with negative impact there is an internal source of cyber-related
occurrence. This internal source could be presented by such types of internal
indicators classified as vulnerabilities, characterized as flaws in software that can
be directly used by “initiator”(fig.2) to gain access over the object(target) trough
subject. It is a notable tendency of growth of such features as shown in fig. 1 [18].
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Figure 1: Number of vulnerabilities per year

Such vulnerabilities found in native software can be leveraged as exploits to
steal data, hold files for ransom, perform reconnaissance, or to deploy malware
[32].

As growing the area of human activity in digital environment this imminently
affects also educational process and as inevitable imperative postulate many of
our academics leverage the traditional learning into digital learning process
through WEB access [1][3]-[6] either with the usage of new technology
approaches[2]. At the same time all of the computer systems in the labs, including
various types of digital devices, are interconnected. Learning platforms and
learning resources are WEB based also broad spectrum of university services are
WEB oriented.
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In such digital transformation of the real life activities here takes place
exploration of the set of definitions of the term “cybersecurity”.

As [11] argues there is evidence of “paucity” of literature (2014) according to
what term “cybersecurity” actually means and how it is correlated with various
contexts which is a notable weakness in the existing understanding of the term
“cybersecurity”.

The existence of many terms in conjunction with “cybersecurity” and how
these terms are interpreted differently in many cases was noted in 2018[15].
However, having a common understanding of the terms and how they relate to
one another is more than essential [15]. In [12] is argued that “cybersecurity” is
one of the poorly understood terms of our time(2020). Also, as noted [7] the need
was to construct a conceptualization of security which in present days is
imperative.

In 2019 there is still ambiguity about the clear definition of the term
“cybersecurity”’[17], which could cause confusion in certain institutions,
organizations, social groups, etc. The discussions about the definition of
“cybersecurity” are still in under consideration (2020) [11].

From other side governments, international institutions, companies and social
organizations are developing their own approaches for “cybersecurity”
implementations in digital environment in response of digital threats.

Il. Logical Semantics ANALYSIS

In this study under analysis were put three common sections:
o Commercials;
o Institutions;
o Researchers.

With subject “cybersecurity definition” a research in literature and official
sources[11]-[34] was conducted and collected data of definitions were put into
analysis and then structured. In this study an approach of formulating a common
definition, proposed by [7],[11] is adopted as initial prerequisite. In the
construction of the definition of “cybersecurity” certain key comprising terms
should be encompassed:

« feature (main feature of “cybersecurity” domain)

« initiator (of the “cybersecurity” event)

o subject (of the “cybersecurity” event)

o  object (of the “cybersecurity” event)

o goal (of the “cybersecurity” occurrence of consequence)
« consequence (as a result of “cybersecurity” occurrence)

These terms build hierarchical logical structure with specific logical-
semantics relations between the subset of terms of given above definition
“cybersecurity”. Given that a test to determine the relationship between two
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categorical variables, representing subset, was made. For the test procedure were
selected as follow:

1. Principal — a group of sources by their subtypes — commercials,
institutions and academics who have been made definition of the term
“cybersecurity”.

2. Subject — mapped as subject of the “cybersecurity” and it is presented as
single word in definition or definition-related content.

The null hypothesis states: There is no dependence between type(class) of the
creator(principal) of the definition and its subject. A Pearson Chi-square test is
calculated with value = 6.617647 and with a p-value = 0.03656. Because the p-
value is less than alpha = 0.05, the null hypothesis was rejected. This could be
interpreted as existence a relationship between the actual creator(principal)
type(class) of the definition and the given subject. The result is presented in
Tablel.

Table 1: Pearson Chi-square test result

Chi-square df P
Pearson Chi-square 6.617647 | df=2|p=.03656
M-L Chi-square 9.162763| df=2|p=.01024

As some of subset of data in this structure are expressed with number of
terms and with argumentations of [7][11] a conceptualization was made as
presented in the fig2.
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Figure 2: Conceptualization of definition of term “cybersecurity”
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We accept that term “cybersecurity” form a time-related domain of events in
certain state of stability. And every occurrence of consequence in this domain
would change the state. Based on the above a formalization for definition of

“cybersecurity” is proposed in (1):
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Where

G,M,R, K — subsets of terms

A —an alphabet

Q — a possibility of definition of term “cybersecurity”
D — a model of definition of term “cybersecurity”

i —initiator of “cybersecurity” event

| — feature of “cybersecurity”

s — subject of “cybersecurity”

0 — object of “cybersecurity”

P(c) — possibility of consequence occurrence of “cybersecurity” event
¢ — consequence of occurrence in “cybersecurity” domain

g — specific goal consequence to be truth in “cybersecurity” domain

G — set of goals consequence to be truth in “cybersecurity” domain

I1l. CONCLUSIONS

(1)

(2)

(3)

(4)

(5)

(6)

As a result of findings above there is still a lack of coherence in major three
areas of stakeholders - academics, business and institutions toward to definition
of the term "cybersecurity". The approach in this paper could serve as common
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directions when definition of “cybersecurity” is needed. Author intentions are to
extend testing cases toward to presented in literature definitions of
"cybersecurity" in order to form more comprehensive logical semantics and to set
up a meaningful and consistent definition form.
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